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Privacy Policy  
Point3 Security, Inc.  
Version dated May 24, 2018 
 
 
I. INTRODUCTION 
 
Thank you for visiting our Website and/or Services. This statement discloses the 
Privacy Policy for Point3 Security, Inc. and its corporate affiliates (hereinafter "POINT3", 
"we", “our”, or "us"). If you have questions or would like clarification about our Privacy 
Policy or if you want to make comments about our Privacy Policy, such questions or 
comments may be sent to GDPR@point3.net. 

POINT3 is committed to respecting and protecting your personal privacy, as well as 
providing you with transparency and choice. Our Privacy Policy, including any future 
changes to our Privacy Policy, applies to all Personal Data (information that identifies a 
specific individual, including, but not limited to, a person's full name, email address, or 
physical address) which we collect through any use you may make of any of our sites, 
products, software, applications, features, training events, or any other way in which you 
may interact with us (collectively referred to as Our Services), or arising from content 
offered by us that links or otherwise refers to this Privacy Policy, whether you interact 
with us as a guest, a registered user, or in any other way. This Privacy Policy shall be 
effective with respect to all information that we may have previously collected from you, 
or which we may collect from you at any time in the future.   

POINT3’s purpose in establishing this Privacy Policy is to provide a transparent, clear, 
and understandable Privacy Policy in accordance with applicable law. In so doing, 
POINT3 is providing this Privacy Policy in plain language so that you will be able to 
make informed choices regarding the collection and processing of your Personal Data. 

POINT3 is considered a “Data Controller” under the European Union General Data 
Protection Regulation with respect to the collection and processing of your Personal 
Data. POINT3’s Controller of your Personal Data is Evan Dornbush, who is located at 
5004 Honeygo Center Drive, Suite 102-183, Perry Hall, MD 21128. You may contact 
him at GDPR@point3.net or by calling 443.422.2324 
 
You should carefully read this Privacy Policy before you access, subscribe to, or begin 
using Our Services. You, by accessing, subscribing to and/or using Our Services, 
expressly consent to and agree to be bound by and abide by this Privacy Policy 
and the End User License Agreement or Terms of Use Agreement which is 
applicable to the use you are making of Our Services to the maximum extent 
permitted by law. If you do not want to agree to this Privacy Policy and the 
applicable End User License Agreement or Terms of Use Agreement, you must 
not access or use Our Services. 
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II. WHAT THIS PRIVACY POLICY STATEMENT COVERS  
 
Point3’s Privacy Policy describes and sets forth general aspects of our collection and 
processing of your Personal Data.  
 
As used in this Privacy Policy, "Personal Data" is defined as any data relating to an 
identified or identifiable natural person who can be directly or indirectly identified in 
particular by reference to an identifier, and may include, but is not limited to, name, an 
identification number, location data, an online identifier, or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural, or social 
identity of that natural person. In the event that we associate or connect any other data 
with your Personal Data, we will at that time treat such associated or connected data as 
Personal Data. The definition of “Sensitive Personal Data” includes, but is not limited to, 
data consisting of racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership, genetic data, biometric data, data concerning 
health, or data concerning a natural person's sex life or sexual orientation. 
 
In this Privacy Policy, we will tell you what Personal Data we collect. We also tell you 
the purposes for which that Personal Data is used and how we use it. We tell you when 
and for what reason Personal Data is or may be transferred to third parties. We explain 
how we maintain the accuracy, integrity, and security of the Personal Data that we 
collect. We describe our policy regarding how your Personal Data is retained and 
destroyed. We tell you about the individual rights available to you regarding your 
Personal Data.  
 
We also provide you with contact information for the person you may reach out to if you 
have any questions regarding our use of your Personal Data.  
 
Additionally, we set forth how we may process the Personal Data of children under the 
age of 13, in circumstances where this may be applicable. 
 
 

III. WHAT PERSONAL DATA POINT3 MAY COLLECT 

A. INFORMATION YOU PROVIDE TO US 

When you access, register, or subscribe to any of Our Services, whether to make a 
purchase, communicate with our support personnel, upload or download information, 
submit a request online, call us, arrange to attend an event (whether in-person or 
otherwise), or communicate or interact with us in any way, whether directly with us or 
through a third-party, we may ask you to provide certain data, including Personal Data, 
and we may collect and store any such Personal Data that you provide, for the purpose 
of helping us manage our relationship with you.  
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In order for POINT3 to maximize our ability to customize Our Services to individual 
preferences, POINT3 may combine information about the purchasing habits of users 
with similar information from our affiliates, to create a personalized user profile. When a 
user makes a purchase from either POINT3 or POINT3’s affiliates, the companies may 
collect and share that purchase information so we can customize Our Services to our 
users' preferences. We may also receive additional information from certain third parties 
(such as researchers, analysts, and/or marketers) that provide us with statistical, 
demographic, or other similar information. Further, we may also combine your online 
information with information we obtain from offline sources, including, but not limited to, 
information that you may provide us over the phone and information obtained from our 
business partners. 

If you elect to provide us with Personal Data about third-parties, we will use that data 
only for the specific purpose for which you provided it to us. You must make sure that if 
or when you disclose any Personal Data of any third-parties (anyone other than 
yourself) to POINT3, you are required to abide by applicable privacy and data security 
laws, including that you inform such third-parties that you are providing their Personal 
Data to POINT3, that you inform them of how their Personal Data will be transferred, 
used, or processed, and that you secure proper legal permissions and safeguards 
required for such disclosures, transfers, and processing. If at any time you choose to 
provide POINT3 with a third-party's Personal Data, by taking that action you represent 
to POINT3 that you have been given the third-party's permission for you to do so. 
Additionally, you understand and agree that when POINT3 interacts with any such third-
party individuals whose Personal Data you have shared with POINT3, it is our duty to 
inform such persons that you provided their Personal Data to POINT3. Such third-
parties have the right to unsubscribe from any future communications from POINT3, 
and to request that any of their Personal Data be removed from our database. If you 
believe that someone has provided your Personal Data to POINT3, and if you desire to 
request that it be removed from our database, please contact us at GDPR@point3.net.  
 

NOTICE: By providing your personal information to us, you are by that act giving your 
consent to having your information collected, used, disclosed, and stored by us in 
accordance with this Privacy Policy. 

 

B. INFORMATION FROM OTHER SOURCES 

POINT3 may collect Personal Data from certain third-party sources, and may seek the 
assistance of certain third-parties to help us collect Personal Data on our behalf and for 
our use. Data collected for us by third-parties may include, but is not limited to: your 
contact information (name, physical address, mailing address, email address, and 
telephone or cellphone number); your shipping and billing information (such as your 
mailing address for shipping purposes, and your credit card and payment data); any 
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information or data that you provide in relation to obtaining technical assistance or while 
dealing with customer service; information or data about other individuals that you may 
provide; information or data about your computer(s) or device(s), including browser 
information, IP address(es), and data relating to your internet connection; your 
transaction history; and POINT3 product information and data, such as how you use our 
products and services.  
 
POINT3 may also obtain further personal information about you from other sources, 
whether on the internet or by way of offline sources, from both public or commercial 
sources including, but not limited to, information you have provided to or on social 
media services (such as your name, username, gender, birthday, profile picture, and 
any other available information). If at any time you access Our Services through a third-
party service (such as Facebook, Twitter, and the like), you connect Our Services to a 
third-party service, or share our content by way of a third-party service, you by that act 
authorize POINT3 to collect, store, and use such information and content in accordance 
with this Privacy Policy. Please note: POINT3 is in no way responsible for the privacy 
practices of third-parties. If you provide information about yourself on such third-party 
services, it may be publicly viewable by other users of such services and in such 
instances POINT3 cannot prevent further access by others. If you do not wish to have 
your information shared, please do not associate such third-party services with Our 
Services. If you wish to know how social media services or other third-party service 
providers handle your information, please review their respective terms of use, cookie 
policies, and privacy policies. Such services may permit you to modify your privacy 
settings. 

 

IV. POINT3’S LEGAL BASES FOR PROCESSING YOUR PERSONAL DATA 

As discussed below, and based on the following grounds, POINT3 may use your 
Personal Data for the purposes set forth:  
 
A. CONSENT 
When you give your consent, POINT3 is allowed to process your Personal Data in order 
to, among other things: send you sales and marketing information, updates to POINT3 
products or services, information about new POINT3 products or services, or to ask you 
to give us your opinion about POINT3 products or services. Please note that your 
consent may be revoked by you at any time. To revoke your consent, you should send 
an email to GDPR@point3.net. 
 
 
B. TO PERFORM PURSUANT TO A CONTRACT WITH YOU, OR TO TAKE STEPS 
AT YOUR REQUEST PRIOR TO ENTERING INTO A CONTRACT WITH YOU 
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POINT3 is allowed to process your Personal Data in order to perform pursuant to the 
terms and conditions of our contract with you, or in order to take steps at your request 
prior to entering into a contract with you. Our processing of your Personal Data in such 
circumstances may include, among other things: taking actions to comply with the terms 
and conditions under any contract between you and POINT3; taking actions necessary 
to create and manage your account with us; taking actions whereby we verify your 
identity and determine whether you are authorized to purchase or use certain products 
or services; and taking appropriate action in order to process your purchases.  
 
 
C. TO FULFILL OUR LEGAL OBLIGATIONS 
POINT3 is allowed to process your Personal Data where that is necessary in order to 
comply with a legal obligation to which we are subject. Such obligations may include 
matters such as keeping appropriate records relating to matters of taxation or providing 
information to public authorities in the performance of their official duties.  
 
 
D. WHERE NECESSARY IN ORDER TO PROTECT THE VITAL INTERESTS OF THE 
DATA SUBJECT OR ANOTHER NATURAL PERSON 
 
POINT3 is allowed to process your Personal Data in order to protect your vital interests 
or the vital interests of another natural person. 
 
 
E. WHERE NECESSARY IN THE PUBLIC INTEREST OR IN THE EXERCISE OF 
OFFICIAL AUTHORITY 
 
POINT3 is allowed to process your Personal Data where such processing is necessary 
for the performance of a task carried out in the public interest or in the exercise of 
official authority vested in the controller. 
 
 
F. TO FULFILL LEGITIMATE INTERESTS 
POINT3 is allowed to process your Personal Data based on our legitimate interests, 
except where such interests are overridden by the interests or fundamental rights and 
freedoms of the data subject which require protection of Personal Data, in particular 
where the data subject is a child. Thus, POINT3 is allowed to process your Personal 
Data in our own legitimate interests in relation to providing our products and services to 
you, and communicating with you, as well as other customers and partners. In this 
regard, POINT3 may process your Personal Data in order to, among other things: let 
you know about promotions or to provide quotes for our products and services; let you 
know about improvements or updates to POINT3 products and services; improve your 
experience during times that you are interacting with us, by whatever means, including 
with our products and websites; provide more security in the use of our systems and 
application; and to enforce our legal rights.  
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POINT3 will not process your Sensitive Personal Data except for specific purposes 
outlined in this Privacy Policy or in relevant circumstances such as where: you have 
given POINT3 your explicit consent to process that data; the processing is necessary to 
carry out our obligations under applicable law; the processing is necessary for the 
establishment, exercise, or defense of legal claims; or you have made the data public.  

POINT3 is also allowed to process your Personal Data based on our legitimate interest 
to combine data that we collect from you, without regard to the manner in which we 
collect it, with data obtained from other sources and/or with data collected by our third-
party partners. We do this to improve your user experience in conjunction with your use 
of our websites and our products and services. We may automatically collect data 
through cookies, web logs, and other similar applications. This data is used to help us 
better understand and improve the usability, performance, and effectiveness of our 
offerings so that we may be able to better customize content or offers for you.  
 
POINT3 is allowed to process your Personal Data based on our legitimate interest in 
and for network and information security. This legitimate interest is recognized by 
Recital (49) of the European Union General Data Protection Regulation.  Recital (49) 
provides that the processing of personal data to the extent strictly necessary and 
proportionate for the purposes of ensuring network and information security, i.e. the 
ability of a network or an information system to resist, at a given level of confidence, 
accidental events or unlawful or malicious actions that compromise the availability, 
authenticity, integrity, and confidentiality of stored or transmitted personal data, and the 
security of the related services offered by, or accessible via, those networks and 
systems, by public authorities, by computer emergency response teams (CERTs), 
computer security incident response teams (CSIRTs), by providers of electronic 
communications networks and services and by providers of security technologies and 
services, constitutes a legitimate interest of the Data Controller concerned. In exercising 
our legitimate interests under this provision, POINT3 may process Personal Data 
concerning you or other data subjects. If we do, such Personal Data will only be 
processed the extent strictly necessary and proportionate to the purposes of ensuring 
network and information security.  When processing Personal Data in this context, 
POINT3 will only seek to identify a data subject when that outcome is strictly necessary 
in relation to the identified threat to network and information security at issue, or as 
required by law. If you believe that your Personal Data has been collected or processed 
by POINT3 in violation of this provision, please contact us at GDPR@point3.net to 
make an objection pursuant to Article 21 of the European Union General Data 
Protection Regulation.  
 
POINT3 is allowed to process your Personal Data based on our legitimate interest in 
promoting our offerings and to improve our delivery of communications to our 
customers, prospective customers, and others that are most likely to find them relevant. 
Therefore, POINT3 will collect and process data for that purpose. In circumstances 
where POINT3 is legally required to obtain your consent to provide you with certain 
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marketing materials, we will only provide you with such marketing materials where we 
have properly obtained your consent. If at any time you decide that you do not want to 
continue receiving any marketing materials from us, email GDPR@point3.net.  

In relation to POINT3’s legitimate interest in promoting our offerings and to improve our 
delivery of communications to our customers, prospective customers, and others that 
are most likely to find them relevant, third-parties may provide us with Personal Data 
they have collected about you, whether from you or from online and offline sources, 
including marketing data from our partners and third-parties. This data may then be 
combined with information we already have about you, to provide you with more 
relevant communications and to better customize our offerings to you. POINT3 makes 
reasonable efforts to verify that the third-parties we engage to work with us on these 
matters are reputable and comply with applicable law. While POINT3 will never request 
Personal Data from such third-parties which we do not have a lawful purpose to collect 
and process, POINT3 is not liable for any processing of your Personal Data by such 
third-parties at any time. POINT3 reserves the right to combine such Personal Data with 
the Personal Data we already have about you in order to provide you with a better 
experience, evaluate your interest in our products, or improve the quality of our 
offerings. 

 

V. HOW POINT3 MAY DISCLOSE YOUR PERSONAL DATA  

POINT3 will only disclose your Personal Data in the manner set forth in this Privacy 
Policy, within POINT3, with our partners, with service providers that process data on our 
behalf, and with public authorities, as required by applicable law.  If we disclose your 
Personal Data to anyone, we will always require that such recipient comply with all legal 
requirements regarding your Personal Data. POINT3 does not knowingly disclose your 
Personal Data in any way that is not set forth in this Privacy Policy. 
 
We may provide your Personal Data to our partners so that they may conduct POINT3 
business. Our partners may use your Personal Data to communicate with you and 
others about POINT3 products and services. If you do not wish to receive promotional 
emails from our partners, you may inform the relevant partner, or contact 
GDPR@point3.net.  
 
We may use contractors and service providers to process your Personal Data on our 
behalf for the purposes described in this Privacy Policy. In such circumstances, we 
require such contractors and service providers to assure us that they comply with 
applicable law and keep your data secure and confidential. POINT3 does not allow our 
contractors and service providers to disclose your Personal Data to others unless we 
authorize such disclosures, nor are they allowed to use your Personal Data for their own 
purposes. In the event that you have an independent relationship with these contractors 
and service providers, your relationship with them will be governed by their privacy 
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policy and applicable law. Our contractors and service providers may include, but are 
not limited to, resellers of our products and services, marketing partners, and payment 
processing companies.  

In certain circumstances, POINT3 may be required to disclose your Personal Data to 
public authorities or as otherwise required by applicable law. No Personal Data will be 
disclosed to any public authority except: in cases involving proper legal process, such 
as: in response to a properly issued subpoena or warrant; or in instances where such 
disclosure is necessary for POINT3 to enforce or establish its legal rights under 
applicable law.  
 
POINT3 is a company based in the United States of America. As such, POINT3 
currently processes data in the United States. To conduct our business, and in 
accordance with this Privacy Policy, your Personal Data may be transferred to the 
United States, and to subsidiaries and third-party vendors of POINT3 either in the 
United States or elsewhere. All such transfers will be made in compliance with 
applicable laws and regulations. Where Personal Data originating from the European 
Economic Area is transferred to POINT3 entities or to third-party vendors engaged by 
POINT3 to process such Personal Data on our behalf who are located in countries that 
are not recognized by the European Commission as offering an adequate level of 
Personal Data protection, such transfers are covered by alternate appropriate 
safeguards, specifically standard data protection clauses adopted by the European 
Commission. If applicable to you, you may obtain copies of such safeguards by 
contacting GDPR@point3.net.  
 
In the process of continuing to develop our business, we may also occasionally acquire 
subsidiaries or other business entities. As a result of such transactions, and for 
maintaining a continued relationship with you, we may transfer your Personal Data to a 
related affiliate.  
 
If we are involved in a reorganization, merger, acquisition, or sale of our assets, your 
Personal Data may be transferred as part of that transaction. We will notify you of any 
such deal and outline your choices in that event. 
 

VI. HOW POINT3 PROTECTS PERSONAL DATA 

A. GENERALLY 
It is important to POINT3 to secure your Personal Data, because that is an important 
element of protecting your privacy. POINT3 has established various administrative, 
technical, organizational, and physical security and risk management practices, 
pursuant to applicable law, to better ensure that your Personal Data is adequately 
protected. Our efforts are in place to guard against accidental or unlawful destruction, 
damage, loss or alteration, unauthorized, or unlawful access, disclosure, or misuse, and 
all other unlawful forms of processing of your Personal Data which is in our possession.  
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POINT3 in particular pays attention to the protection of Personal Data and the risks 
associated with processing this data. Our security controls and measures include: 
physical safeguards (such as locking doors and filing cabinets); technology safeguards 
(such as using network and information security technologies, including anti-virus and 
endpoint protection software, encryption, intrusion detection, and data loss prevention, 
and by monitoring our systems and data centers to ensure that they comply with our 
security policies); and by implementing organizational safeguards (such as regular 
training, whether company-wide or specific to certain jobs, involving training and 
awareness programs emphasizing both security and privacy, to make sure that our 
employees and contractors understand the importance of protecting your Personal 
Data, and that they acquire and retain the knowledge and skills required to effectively 
protect your Personal Data).  
 
 
B. PERSONAL DATA BREACHES  
POINT3 employs all reasonable efforts to prevent Personal Data breaches. If a 
Personal Data breach occurs, we will promptly take appropriate action to minimize its 
impact. POINT3 will work with all affected parties to reduce the effects of such breaches 
and to provide any notifications and disclosures that may be required in the 
circumstances or by applicable law. POINT3 will also promptly take necessary and 
appropriate action to prevent such future breaches.  
 
 
C. STORAGE OF YOUR PERSONAL DATA 
Any Personal Data collected from you by POINT3 may be stored, with appropriate 
security measures, either on in-house servers or third-party servers in the United 
States. POINT3 does not intentionally collect certain sensitive personal information, 
such as social security numbers, political opinions, religious or other beliefs, health 
information, criminal background information, sexual history or sexual orientation 
information, or trade union membership. We request that you not disclose such 
information while in any way using POINT3’s products or services.  However, if such 
sensitive Information is disclosed by you, such as by way of a POINT3 online forum, we 
will have access to that information and it will be protected in the same way as 
information that is not sensitive. 

VII. DATA RETENTION 

POINT3 will keep your Personal Data on our systems for as long as is permitted or 
required by applicable law. With that in mind, POINT3 will retain your Personal Data on 
our systems for the period of time: which is necessary to support our business 
relationship in any way; for any period required by law to support our legal duties and 
obligations; and for any period which may be required to bring or defend any action 
involving your Personal Data and/or our business relationship or other interactions 
between us.  
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In circumstances where POINT3 is a Data Controller engaged in processing your 
Personal Data for our own purposes, your Personal Data will be deleted or your identity 
will be removed from the data when it is no longer needed for its originally stated 
processing purposes, or any additional compatible purpose for which POINT3 may 
lawfully further process such data. In circumstances where POINT3 is a Data 
Processor, processing your Personal Data for the purposes of and on the instructions of 
another data controller or data processor, we will comply with the time limits you agreed 
to with that other data controller or data processor, unless we are required by applicable 
law abide by some other period.  
 

 

VIII. YOUR PRIVACY RIGHTS  

A. UNDER THE EUROPEAN UNION GENERAL DATA PROTECTION REGUALTION  

The GDPR provides the following rights for individuals: (1) the right to be informed; (2) 
the right of access; (3) the right to rectification; (4) the right to erasure; (5) the right to 
restrict processing; (6) the right to data portability; (7) the right to object; and (8) rights in 
relation to automated decision making and profiling. POINT3 will comply with all legal 
requirements when you exercise of any of the rights listed above. Point3 will abide by 
our legal obligation to take reasonable measures to ascertain your identity and the 
legitimacy of your request, and may ask you to disclose to us any information necessary 
for that purpose. We will respond to a legitimate request within one (1) calendar month 
or thirty-one (31) calendar days (whichever is longer). In certain limited circumstances, 
we may need to extend our response period as permitted by applicable law. Pursuant to 
any such requests, we may retain certain data necessary to prevent fraud or future 
abuse or as otherwise required or permitted by law, including to comply with legal 
obligations we are subject to, as well as to establish, exercise, and defend our legal 
claims. If you have an unresolved privacy or data use concerns that we have not 
addressed satisfactorily, you may also contact us at GDPR@point3.net.  

 

B. CALIFORNIA PRIVACY RIGHTS 
 
If you are a California resident under the age of 18, you may be permitted to request the 
removal of certain content that you have posted on our websites. To request such 
removal, please email GDPR@point3.net or call us at 443.422.2324 
 
Pursuant to California's "Shine the Light" law, California residents may opt-out of 
POINT3's disclosure of personal information to third parties for such third parties' direct 
marketing purposes. Note, however, that opting out does not prohibit disclosures for 
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non-marketing purposes. You may opt-out by sending an email to POINT3 at 
GDPR@point3.net; or by calling POINT3 at 443.422.2324. 
 
 
C. PERSONAL DATA OF CHILDREN; CHILDREN’S PRIVACY 
POINT3’s websites, products and services are provided for a general adult audience 
and are not directed to or targeted toward children. POINT3 does not knowingly collect 
data from children under the age of thirteen (13), except where explicitly described 
otherwise in the privacy notices of products and services designed specifically to assist 
you by providing child online protection features. In such cases, we will only collect and 
process Personal Data related to any child under 13 years of age which you choose to 
disclose to us or otherwise instruct us to collect and process. If such a situation is 
discovered, POINT3 will delete that information immediately. If you believe POINT3 has 
any information about or from a child under the age of thirteen (13), please contact us at 
GDPR@point3.net. 
 
 
IX. OTHER MATTERS 

A. COOKIES AND SIMILAR OR RELATED TECHNOLOGIES 
 
POINT3 and our partners may use cookies, web beacons, pixel tags, scripts, or other 
similar technologies on our websites or in our emails to: make sure of the proper 
functioning of our websites and the proper delivery of legitimate email to you; customize 
information presented to you based on your browsing preferences; collect statistics 
regarding your website usage; provide us with business and marketing information; 
 
If you do not wish to receive cookies you may be able to refuse them by not agreeing to 
their use upon entering our websites. If you do so, we may be unable to offer you some 
of our functionalities, services, or support. If you have previously visited our websites, 
you may also have to delete any existing cookies from your browser. We gather certain 
data automatically and store it in log files. This data may include internet protocol (IP) 
addresses, browser type, internet service provider (ISP), referring/exit pages, operating 
system, date/time stamp, and/or clickstream data. We may combine this log data with 
other data we collect about you. We do this to improve services we offer you, to improve 
marketing, analytics, or site functionality. We use local storage, such as HTML5, to 
store content data and preferences. Third-parties with whom we partner to provide 
certain features on our website or to display advertising based upon your web browsing 
activity also use HTML5 to collect and store data. Various browsers may offer their own 
management tools for removing HTML5 content.  
 
There are different ways you can prevent tracking of your online activity. One of them is 
setting a preference in your browser that alerts websites you visit that you do not want 
them to collect certain data about you. This is referred to as a Do-Not-Track (“DNT”) 
signal. Please note that our websites may not recognize or act in response to DNT 
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signals from web browsers. There is currently no universally-accepted standard for what 
a company should do when a DNT signal is detected. In the event a final standard is 
established, we will assess how to appropriately respond to these signals. For more 
detailed information about cookies, Do-Not-Track and other tracking technologies, 
please visit www.allaboutcookies.org and https://allaboutdnt.com.  
 
Cookies may also be placed by third-parties to deliver customized information and 
content which may be of interest to you, such as promotions or offerings, when you visit 
third-party websites after you have left our websites. We do not permit these third-
parties to collect Personal Data about you beyond such cookies (e.g., email address) on 
our site.  
 

B. AUTOMATED INDIVIDUAL DECISION-MAKING AND PROFILING  
 
In some circumstances, automated decisions concerning particular data elements may 
occasionally be made when POINT3 processes network traffic data for the purpose of 
network and information security, based on our or our customers’ legitimate interest as 
stated, above. This could involve in particular assigning relative cybersecurity reputation 
scores to IP addresses and URLs based on objective cyber-threat indicators measured 
by our cyber-threat detection engines. Such indicators may be based on the 
determination that malicious or otherwise harmful contents are hosted at a given URL, 
or are emanating from a given IP address. Such automatically-assigned reputation 
scores may be leveraged by you, by POINT3, by our partners, and by other customers 
to detect, block, and mitigate the identified cyber-threats. They could therefore result in 
our products and services blocking network traffic coming from or going to such URLs 
and IP addresses. No such processing is intended to produce any other effect than 
protecting you, POINT3, our partners, and our other customers from cyber-threats. Still, 
should you consider that such automated processing is unduly affecting you in a 
significant way, please contact POINT3’s Data Controller regarding which of our 
services may be adversely impacting you and to seek our help in finding a satisfactory 
solution.  
 
 
C. USING/ACCESSING OUR SITES AND SERVICES FROM OUTSIDE THE UNITED 
STATES 

POINT3 is a Delaware corporation, with its headquarters located at 5004 Honeygo 
Center Drive, Suite 102-183, Perry Hall, MD 21128. Our Services are principally 
targeted at residents of the United States and Our Services are governed by, and 
operated in accordance with, the laws of the United States, and other applicable laws 
where our products and/or services are offered. The United States is where Our 
Services, including our servers and central database, are hosted, located, and 
operated. If you are accessing the Services from outside the United States, you will be 
voluntarily transmitting your personal information to the United States where your 
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information will be stored and processed by POINT3. There are obvious risks that apply 
when data are transferred from one jurisdiction to another (unauthorized interception of 
the data, misuse, etc.). Additionally, in certain circumstances, law enforcement or 
regulatory agencies, courts, or security authorities in the United States may be entitled 
to access your personal information. By using our Services, you acknowledge and 
agree that your personal information will be transferred to and processed in the 
United States at our facilities and those third parties with whom we share it as 
described in this Privacy Policy. Please be assured that we take commercially 
reasonable steps to ensure that your privacy is protected.  

 

D. LINKS TO OTHER WEBSITES 

POINT3 websites may contain links to other websites, and such other websites may be 
owned or operated by other companies. If you choose to visit any linked websites, we 
encourage you to review their privacy statements carefully, as they may differ from ours, 
because the terms of our Privacy Policy do not apply to any websites and/or services 
which are not owned or controlled by POINT3. We are not responsible for the content or 
privacy practices of websites that are owned by companies that are not owned by 
POINT3.  
 

 E. LEGAL DISCLAIMER 

Even though we make every effort to preserve user privacy, we may in some 
circumstances need to disclose your personal information. Therefore, we may share 
your information in order to provide information to our representatives, advisors, 
corporate affiliates, and business partners, and in the event of a sale, merger, public 
offering, bankruptcy, or other change in control of POINT3, your information may be 
shared with the person or business obtaining ownership and control. 

Your information may be used to protect the rights, including legal rights, and safety of 
ourselves and others.  We may also use your information to enforce our rights arising 
from any contracts entered into between you and POINT3, including but not limited to, 
for billing and collection purposes.  Additionally, disclosure of personal information may 
in some circumstances be required by law, such as where we have a good-faith belief 
that such action is necessary to comply with a current judicial proceeding, a court order, 
or legal process.  In such cases, we reserve the right to raise or waive any legal 
objection or right available to us. 

 

F. CHANGES TO OUR PRIVACY POLICY/COMMUNICATING CHANGES 
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Please keep in mind that our Privacy Policy is subject to change at any time to reflect 
changes to our data practices. If we make any material changes, prior to the effective 
date of the change, we will notify you by email (at the e-mail address set forth in your 
account with us) or by means of a notice on POINT3’s website. In order to stay up to 
date on our Privacy Policy, we encourage you to periodically review our Privacy Policy, 
which you can find at point3.net.  
 
By continuing to use Our Services after a change in our Privacy Policy has taken 
place, you are confirming that you have read and agree to the latest version of 
this Privacy Policy and thereby expressly consent to the use of your personal 
information as detailed in POINT3’s Privacy Policy. 

G. MISCELLANEOUS 
POINT3 operates, or may in the future operate, forums, websites, and related 
information services, which are designed to better assist you in using our products and 
services, discussing technical issues, and sharing your experiences. You should be 
aware that any Personal Data you provide in these public forums will not be kept 
confidential, as it may be read, collected, and used by others who access these sites or 
services. To request removal of your Personal Data from any forum, contact us at 
GDPR@point3.net. In certain circumstances, we may not be able to remove your 
Personal Data, in which case we will let you know why. Your use of these other services 
may be subject to additional terms and conditions. 
 
Our websites may include social media features, such as Facebook’s “Like” button, and 
widgets, such as the “Share This” button, or interactive mini-programs that run on our 
site. These features are usually recognizable by their third-party brand or logo and may 
collect your IP address, which page you are visiting on our websites, and set a cookie to 
enable the feature to work properly. Social media features and widgets are either 
hosted by a third-party or hosted directly on our site. Your interactions with any such 
third-party feature is governed by the privacy policy of the company providing it.  
 
 
 
X. POINT3 DATA CONTROLLER, CONTACT INFORMATION 

If you have questions or comments about this Privacy Policy and/or our privacy 
practices, if you wish to view and/or update your Personal Data with POINT3, 
unsubscribe from any POINT3 marketing offers, or exercise any of your rights under the 
European Union General Data Protection Regulation, or if you have any other questions 
or complaints about our use of your Personal Data and its privacy, please contact 
POINT3’s Data Controller, Evan Dornbush, who is located at 101 North Haven Street, 
Suite 301, Baltimore, MD 21224. You may contact him at GDPR@point3.net or by 
calling 443.422.2324 


